This paper proposes an efficient scalar multiplication algorithm for hyperelliptic curves, which is based on the idea that efficient endomorphisms can be used to speed up scalar multiplication. We first present a new Frobenius expansion method for special hyperelliptic curves that have Gallant-Lambert-Vanstone (GLV) endomorphisms. To compute kD for an integer k and a divisor D, we expand the integer k by the Frobenius endomorphism and the GLV endomorphism. We also present improved scalar multiplication algorithms that use the new expansion method. By our new expansion method, the number of divisor doublings in a scalar multiplication is reduced to a quarter, while the number of divisor additions is almost the same. Our experiments show that the overall throughputs of scalar multiplications are increased by 15.6 to 28.3 % over the previous algorithms when the algorithms are implemented over finite fields of odd characteristics.
I. Introduction
Since Diffie and Hellman introduced the idea of public key cryptography [2] , various public key cryptosystems have been proposed, and they now have numerous applications in such areas as electronic banking, electronic commerce, network authentication, and so on. In particular, a recent remarkable growth in the market of mobile banking and mobile commerce has brought up the need of public key mechanisms optimized for resource-constrained devices. Hence, many standard bodies are adopting elliptic curve cryptography (ECC) in their public key cryptography standards, since ECC requires only a small amount of memory to store cryptographic keys. For example, 160-bit ECC is equivalent to 1024-bit RSA from the viewpoint of cryptanalysis.
On the other hand, hyperelliptic curve cryptography (HECC) has been introduced by Koblitz [3] as a generalization of ECC (an elliptic curve can be viewed as a genus 1 hyperelliptic curve). Although HECC is attractive to designers of resourceconstrained systems since it requires smaller fields than ECC, it has been believed to be less practical than ECC due to its poor performance. However, recent implementations of HECC, for example [4] , have achieved a performance comparable to that of ECC, making HECC a good alternative.
The most time consuming operation in HECC is a scalar multiplication by an integer k, that is, computing kD for a divisor D on the Jacobian of a curve. In this paper, we will present a method to speed up this operation.
We begin by examining existing methods. In elliptic curves, Koblitz [5] proposed curves that are defined over the binary field but whose coordinates are on suitably large extension fields, which are called Koblitz curves. The idea of elliptic Koblitz curves was improved by an extensive research [6] - [10] , and was
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Tae Jun Park, Mun-Kyu Lee, Kunsoo Park, and Kyo Il Chung generalized to hyperelliptic curves by Günter, Lange, and Stein [11] . They investigated two special examples of genus 2 curves defined over a binary field using the Frobenius map. Lange [12] gave a detailed investigation on small genus hyperelliptic Koblitz curves defined over small fields using the Frobenius map. In Lange [12] and Choie and Lee [13] , the Frobenius expansion method was generalized to the finite field of any characteristic.
Gallant, Lambert, and Vanstone [14] introduced a decomposition method (GLV) using special elliptic curves that have efficiently computable endomorphisms other than Frobenius maps. The idea of their method is to decompose an integer k into two components such that the size of each component is half that of k. Sica and others [15] improved the bound of these two components of the decomposition. And Park, Jeong, and Lim [16] extended the GLV method [14] to hyperelliptic curves that have efficiently computable endomorphisms in their own way.
In this paper, we propose a new Frobenius expansion method for hyperelliptic curves with efficiently computable endomorphisms. To compute kD for an integer k and a divisor D, we expand the integer k by the Frobenius endomorphism ϕ , that is, and ρ and γ are efficiently computable endomorphisms used in [16] . Park, Lee, and Park [17] gave a similar Frobenius expansion method in elliptic curves.
Our method can be used to improve the known scalar multiplication algorithms for hyperelliptic curves that use the Frobenius expansion [12] , [13] . While the methods of [12] and [13] focused on small characteristic fields, our method is applied to the fields of large characteristic, for example, optimal extension fields (OEFs). When our method is applied to known scalar multiplication algorithms, the number of divisor doublings in a scalar multiplication is reduced to a quarter, while the number of divisor additions remains almost the same. Our experiments show that the overall throughputs of scalar multiplications are increased by 15.6 to 28.3 % over the previous algorithms when the algorithms are implemented over , n p F where p and n are prime.
II. Preliminaries
Basic Definitions
We first provide the basic definitions about the arithmetic of hyperelliptic curves [3] , [18] . Let F q be a finite field with q elements, and let q F be its algebraic closure. A nonsingular hyperelliptic curve C of genus g over F q is defined by an equation
and there are no solutions
( that simultaneously satisfy (1) and the partial derivative equations 2y+h(x)=0 and '( ) '( ) 0. h x y f x − = Let K be an extension field of F q in q F . The set C(K) of K-rational points on C consists of all points ( , ) x y K K ∈ × that satisfy (1), together with a point at infinity denoted by .
∞ Let ( , ) P x y = ≠∞ be a point on C.
The opposite of P is the point P =(x, -y-h(x)). Unlike elliptic curves, there are no natural group laws on C(K) for hyperelliptic curves of genus g ≥ 2. Therefore, the group law is defined on the Jacobian of C over F q as follows. A divisor is a formal sum ,
where P m ∈ Z and 0
The degree of D is the integer . The divisor of a rational function
, where ord P (f) is the order of the vanishing of f at P.
The set of all principal divisors, denoted by P, is a subgroup of D 
Divisor D is the equivalence class of the GCD of the divisors of functions u(x) and v(x) -y, denoted by div (u, v) . The addition algorithms in the Jacobian were presented by Koblitz [3] , and are a generalization of the earlier algorithms of Cantor [21] . Using explicit formulae in affine coordinates, one addition in a genus 2 hyperelliptic curve needs one inversion, three squarings, and 22 multiplications [22] .
The scalar multiplication by an integer k is defined by
The discrete logarithm problem in the Jacobian is the problem of determining Z ∈ k given two divisor classes D 1 and D 2 , such that D 2 =kD 1 if such k exists.
Hyperelliptic Curves with Efficient Endomorphisms
Park, Jeong, and Lim [16] [24] Let p≡1 mod 5 be prime. Consider the hyperelliptic curve X 1 of genus 2 over the field F p defined by
The endomorphism ρ defined by
induces an efficient endomorphism on the Jacobian, where 5 ζ is a 5th root of unity. The characteristic polynomial of ρ is given by
The formulae for ρ on the Jacobian are given by 
Then, γ on X 2 defined by 
Lattices and Endomorphism Rings
In this section, we introduce isomorphic properties between lattices and endomorphism rings of (hyper) elliptic curves. By 2-and 4-dimensional lattices in the complex plane C, we shall mean subgroups which are free of dimension 2 and 4 over Z, respectively. If {w 1 , w 2 } is a basis of 2-dimensional lattice L over Z, then we write L = [w 1 For a nonsupersingular elliptic curve E, its endomorphism ring End(E) has a complex multiplication [25] , and the structure of that ring is [26] , where w is the smallest norm in End(E). We can consider Z[w] as the lattice L= [1, w] .
We introduce an important property of an endomorphism ring of Jacobian. According to Tate [27] , the characteristic polynomial of the Frobenius map ϕ has no double roots if and only if
Thus, the endomorphism ring of a hyperelliptic curve with genus 2 is 4-dimensional if the characteristic polynomial of the Frobenius map ϕ has no double roots. 
Proof. By J. Tate [27] , End(X 1 ) is 4-dimensional. We will show that End(X 1 ) contains a 4-dimensional lattice. Let }. { ) ( 
III. New Frobenius Method for Hyperelliptic Curves
Fifth Roots of Unity
In this section, we show that when p≡1 mod 5, the coefficients of a Frobenius expansion can be represented using the efficient endomorphism ρ that is considered as the 5th root of unity . The following theorem shows that the expansion using our division method given in Lemma 3 is not periodic, and its length is finite. 
since p≡1 mod 5 is prime, that is, p ≥11. By (8), (9) and (10) 
Eighth Roots of Unity
In this section, we show that when p≡1 mod 8, the coefficients of a Frobenius expansion can be represented using an efficient endomorphism γ that is considered as the 8th root of unity 
The proof of p r N 2 ) ( = is similar to that of Lemma 3, as can be seen in Fig. 4 . ) 1
Theorem 2 shows that the expansion using our division method given in Lemma 4 is not periodic, and its length is finite. 
Using the triangular inequality, we get 
We see
since p≡1 mod 8 is prime, that is, p ≥ 17. By (13), (14) and (15) 
IV. Scalar Multiplication Algorithms
In this section, we present practical algorithms that perform scalar multiplication in hyperelliptic curves with genus 2 using our new expansion method. First, we explain a well-known algorithm that uses the Frobenius map over , n p F that is, the hyperelliptic curve version of the Kobayashi-Morita-Kobayashi-Hoshino algorithm [29] , [30] , which we call hereafter algorithm KMKH. Then, we show how these algorithms can be adapted to use our new expansion method. The following algorithm is the hyperelliptic curve version of algorithm KMKH, and it consists of three steps. The first step is the Frobenius expansion step of m, which uses Lange's expansion algorithm [12] . In the second step, the length of the expansion is reduced to n using
and k is expanded to . The third step is a simultaneous scalar multiplication
2)
From now on, subscripts are used to denote array indices, and superscripts with parentheses are used to denote bit positions, 1) Note that it is possible to first reduce m modulo ) 1 /( ) 1 ( − − ϕ ϕ n and then apply the first step, which produces an expansion with smaller coefficients [31] , [32] . In [12] , this approach is taken. However, we don't use this approach since it does not seem to bring a significant speed-up that can justify the additional complexity. It reduces the number of bits in each coefficient at most by two, but its implementation is more complicated than the above implementation of Step 2, i.e., simple integer additions.
2) For curves with very small characteristic, the cardinality of the set of possible r i 's is very small. Then, the third step can be implemented with no doublings: where the least significant bit is regarded as the 0th bit.
Algorithm 1.
Input: integer m, divisor D Output: divisor Q = mD
Step 1: Frobenius expansion of m [12] . Step 2: Optimization of the Frobenius expansion using [30] .
Step 3: Scalar multiplication. 1  1  1  1  1   2  2  , 2  2  2  2  2   3  3  3  3  3  3  ,3 , ,
Step 2: Optimization of the Frobenius expansion using .
Step 3: Scalar multiplication
for j = 0 to 3 do if (r ij > 0 and 1
else if (r ij < 0 and 1 ) (
Note that this algorithm can be modified easily to a version that uses endomorphism γ instead of ρ : we only have to change matrix A into B in Step 1, and change ρ into γ in Step 3. Now, we compare the number of divisor operations in Algorithm 2 with that of Algorithm 1, as shown in Table 1 . Note that in Algorithm 2, the number of coefficients is quadrupled, but the size of each coefficient is reduced to a fourth root order. Hence, the number of divisor additions is approximately the same. However, the number of divisor doublings is reduced to a quarter, which is the main improvement of our algorithm. Although Algorithm 2 needs 3n computations of ρ or γ maps, the required time for these operations is negligible. Finally, we remark that the required memory to store the expansion coefficients (r i or r ij ) and divisors D i is approximately the same for the two algorithms.
V. Performance Analysis
In this section, we compare the performance of the scalar multiplication algorithms described in the previous section. For the underlying fields, we consider only finite fields Table 2 . We can calculate the orders of some Jacobian groups and the characteristic polynomials of the Frobenius maps ϕ with the help of the program made by Lange [33] , which uses MAGMA [34] . Table 3 shows the timings for scalar multiplications on a 2.66 GHz Pentium 4 CPU with 512 MB RAM using Visual C++ 6.0 compiler. For reference, we have also shown the results for the non-adjacent form scalar multiplication algorithm. As shown in Table 3 , our method improves the throughput by 15.6 to 28.3 %. According to our experiments, the time required for an expansion is equivalent to only a few divisor additions.
We remark that our comparison could be done on more optimized versions of Algorithms 1 and 2, that is, we could use non-adjacent forms for each coefficient r i or r ij , a Joint Sparse Form [35] , and an on-line precomputation method such as Lim and Hwang's algorithm [36] . Note that in these cases the gains are expected to be greater than those of Table 3 , since these optimizations reduce only the number of divisor additions while leaving the number of doublings unchanged (that is, the portions of doublings in the overall computations become greater). However, our method does not seem to give much improvement in the divisor-known-in-advance case, since one can reduce the required number of on-line doublings by precomputing some of the doublings in the off-line precomputation stage.
VI. Conclusions
We have presented efficient scalar multiplication algorithms using a new Frobenius expansion method for special hyperelliptic curves with GLV endomorphisms. By replacing some divisor doublings with other efficiently computable maps, our method improves the speed of scalar multiplication by 15.6 to 28.3 %, when the algorithms are implemented over n p F , where p and n are prime.
Note that there exist many curves with GLV endomorphisms that are suitable for cryptographic use, that is, curves that have a large prime factor in their group orders. Some example curves are given in Appendix A.
Finally, we make a short remark about the security of using extension fields n p F for HECC, where p and n are prime.
For ECC, the security implications of the Weil-descent [37] on these types of curves are not yet clear [38] . Similarly, there is no known attack that significantly reduces the time required to compute hyperelliptic curve discrete logarithms on these curves.
Appendix A. Some Suitable Curves
There exist many curves that are suitable for cryptographic use, that is, those that have a large prime factor in their Jacobian group orders. We give some of them here. 
